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Notice: Required Safeguards to Ensure HIPAA Compliance

Practices such as maintaining patient medical charts at the 
bedside or outside exam rooms are allowable under the HIPAA Privacy 
Rule.

The HIPAA Privacy Rule does not prohibit covered entities from 
engaging in common and important healthcare practices; nor does it 
specify the specific measures that must be applied to protect an 
individual?s privacy while engaging in these practices. 

Covered entities must implement reasonable safeguards to protect an 
individual?s privacy. In addition, covered entities must reasonably 
restrict how much information is used and disclosed, where 
appropriate, as well as who within the entity has access to 
protected health information. Covered entities must individually 
evaluate what measures make sense in their environment and tailor 
their practices and safeguards to their particular circumstances.

For example, the Privacy Rule does not prohibit covered entities 
from engaging in the following practices, where reasonable 
precautions have been taken to protect an individual?s privacy:

1. Maintaining patient charts at bedside or outside of exam rooms 
or, Displaying patient names on the outside of patient charts, 
or Displaying patient care signs (e.g., ?high fall risk? or 
?diabetic diet?) at patient bedside or at the doors of hospital 
rooms

Possible safeguards in these instances may include: 

-Reasonably limiting access to these areas

-Ensuring that the area is supervised

-Escorting non-employees in the area

-Placing patient charts in their holders with identifying 
information facing the wall or otherwise covered, rather than 
having health information about the patient visible to anyone 
who walks by

2. Announcing patient names and other information over a 
facility?s public announcement system.

Possible safeguards may include: 

-Limiting the information disclosed over the system, such as 
referring the patients to a reception desk where they can 
receive further instructions in a more confidential manner

3. Use of X-ray lightboards or in-patient logs, such as 
whiteboards, at a nursing station, or out patient sign 
in sheets.

Possible safeguards may include: 

-Keeping the X-ray lightboard in an area generally not 
accessible by the public, or ensuring that the nursing 
station whiteboard is not readily visible to the public, or 
any other safeguard, which reasonably limits incidental 
disclosures to the general public.

-Not display medical information that is not necessary for 
the purpose of signing in on the outpatient sign-in logs 

The above examples of possible safeguards are not intended to be 
exclusive. Covered entities may engage in any practice that 
reasonably safeguards protected health information to limit 
incidental uses and disclosures.

Reference Documents:

[Safeguards Policy (3-10-06)]
[Health Information Privacy and Civil Rights Questions & Answers Privacy of Health Information/HIPAA Incidental Uses and Disclosures Safeguards, Answer ID 200 (3-10-06)]
[Health Information Privacy and Civil Rights Questions & Answers Privacy of Health Information/HIPAA Incidental Uses and Disclosures Safeguards Answer ID 199 (3-10-06)]

For more information on the HIPAA Guidelines Policy and Procedure 
Manual go to the following link:
http://www.mcnhealthcare.com/productDetail.asp?titleid=36 

Click here to access the full text of this summary. 
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